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Population of Estonia — 1,356,000
52 % of population uses Internet

42 % of households have computer (82% connected
to internet)

99 % of public employees have computerized
workplace with Internet connection

All governmental agencies have web pages

More than 800,000 Internet-banking clients

More than 900,000 ID-cards issued (01.03.06)

ut 80% tax declarations were filled online (2006)
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Historical background

Good level of education and research
Relatively young ICT systems
Finnish, Swedish and German influence

Good telecom infrastructure and high level of
eBanking

Flexibility of small country
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Historical background

First governmental IT-policy in 1994

Estonian government’s positive attitude towards IT
promotion and knowledge-based economy:

® There Is few natural resources in Estonia
® There is few competitve traditional industry in Estonia

o Estonia need’s to empahsize to ICT and other
knowledge-based industries and services

-~ We need to start from education!
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Estonian Information Policy
(from1994)

Main tasks:
® eServices for citizens, business, government
© eDemocracy tools
o Efficient public sector
® eLearning — eEducation
© ICT industry and eBusiness

- ¢ eSecurity
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Tiger Leap Program

National educational program for
ICT in the schools (K1-K12)

Tiger Leap Programme 1996-2000 with total national
budget of 10 M EUR and following results:

o All schools got computers, 25 pupils per computer
on average, 75% of schools got online Internet
connection, the others had dial-up connection

* 64% of teachers trained for basic computer skills

» Development of 61 different software (incl. 39 new
~_original) dealing with Estonian language, culture,
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Tiger Leap Plus Program

Tiger Leap Plus Program 2001-2006 with total
national budget of about 7,5 M EUR and following
priorities:

* Development of the ICT competencies of

graduates, teachers and officials in education
* Production of electronic educational materials
» Sustainable development of infrastructure

local gt ments,
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Internet Connection in education 2006

* 97% of schools have broadband Internet connection
* 3% of schools have dial-up connection

o All schools in Tallinn and Tartu have at least
100Mbps Internet connection

* 93% of all computers in schools have Internet
connection

_® Over /0% of students (K5-12) use computer at
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Follow-up In Georgia: Deer Leap

o Sucessfully replicated in Georgia

® Deer Leap Program in Georgia is sponsored by
President of Georgia Mikhail Saakashvili

http://www.dlf.ge/en/
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Look@World initiative 2001-2005

Private companies initiative: banks, telecoms, ICT
companies
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Look@World initiative 2001-2005

o Commitmentto 13 M EUR

* Goals
* To train 100 000 people (7,5% of population) in
target group:
* Older population (50+)
* Blue-collars, i.e non-office workers

» Agriculture
s ae Service
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Look@World initiative 2001-2005

Motivation for sponsors:

¢ Banks: wider use of internet banking

o Telecoms: boosting broadband subscribtion
o ICT companies: sales and services

+ soclal responsibility




e-governance

Look@World initiative 2001-2005

Results
® 102 000 persons trained

o Over 75% of persons continues using internet actively
after training

¢ Lot of companies sold their used computers to
employees

© Lot of companies established internet access points
~ toemployees
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Legislation

® Databases Act (1997/ 2004)
® Telecommunications Act (2000)

® Principles of Estonian Information Policy
(1998)

o Action Plan of Estonian Information Policy —
(eEstonia) (1998,1999, 2001, 2002, 2004)

© Personal Data Protection Act (1996)
® Public Information Act (2001)
- Broadband Strategy (2005)
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Internet services market and
Telecommunications Act 2001

In Estonian Telecom privatisation (1994) concession
agreement was mentioned that there are exclusive
rights for x.25 protocol for Estonian Telecom, but
TCP/IP protocol was not even mentioned.

This means, that the market was and remains open for
Internet Service Providers.

Telecommunications Act opened telecom market from
2001

s Asawvell it statues that data communication is universal




~Updated web-page
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Public Information Act (2001)

guarantees citizens’ constitutional right to information;

regulates what information on the administrative
apparatus and its activities is to be offered to the
public;

asserts that all information must be accessible also
through the Internet

requires that every public institution should have




~ cooperation between public sector and private
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Digital Signatures Act (2000)

o Stipulates the possibility to use digital signatures in
public sector organisations as of June 1, 2001.

*Governmental organizations are obliged to receive
digitally signed documents.

*The digital signature infrastructure is developed In
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eGovernment new developments
* Infrastructure, identification, authorization

» “Central road”, “village road”, public libraries,
X-road

* PKI

o |D-cards
o State registers (databases) and G2G, G2C, G2B
o eCitizen

e environment for eServices from central
government and local government
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National chip-based Identity Card

Issuing authority: E EESTI VABARIIK e
Estonian Citizenship et i
and T anidis
Migration Board - s
Service contractor: : mg‘uﬂﬁ
TRUB Switzerland ol
lthLHMLﬁ'-@ ﬂﬂhﬂi{
Start of s
issue:January 1,
2002 Inside 16 Kb RSA crypto chip are :

2 private keys; authentication
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*18 Dec 2001 — ID-card as the first compulsory
identity document

® 28 Jan 2002 — first ID-cards issued
® 15 Sept 2002 — over 50,000 ID-cards issued

* Today — more than 900 000 ID-cards have been
Issued

* |D-card also carries also a certificate for allowing
the use of digital signature and e-mail address

name.family@eesti.ee
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X-road project

Registers and databases status and construction
has fully changed two times during the last ten
years.

The first period of changes started in the
beginning of 90s, when paper documents based
folder and register systems came to the end and
the Database Management System (DBMS) based
development begun.

- The second period begun ten years later (and
es today) when all stand alonekdatabases
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X-road project

Estonian Registers and Databases

Population register, Business register, Cars
register,Driving licenses database, Passports
register, Land register, Real estate register, Ships
register, etc.

The task is to cross-use the databases to get
relevant information for public services:

*Faster results
°*No data duplication
°Pre deS|gned serwces
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Citizen uses X-road solutions via Citizens Portal €-governance

www.eesti.ee
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One portal serves citizens as a gateway to the services of =™

approximately 20 different databases www.eesti.ee
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Apply for EU health insurance card www.eesti.ee
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Apply for parental benefit allowances www.eesti.ee .
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Example —
Parental benefit solution

on the X-road

5 information systems interact the data (real
time)

* Citizens’ portal

* Register of Social Insurance Board

* Population register
* Information system of Health Insurance
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e-governance

Parental benefit solution

on the X-road
Best practice award for civil servant solutions 2004

* No bureaucracy was imitated

* Civil servant is free from revising mountains of paper
documents (7)

* Civil servant is free from inputting the data from
paper documents

* Civil servant is free from checking data in different
databases
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First Internet voting

In October 2005 Estonia had the

first pan-national Internet Voting
with binding results

~ 80% of voters had a chance to vote via Internet

~2% of voters used that possibility

academy
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To vote via Internet voter needs:

* an Estonian ID card with valid = =«
certificates and PIN codes =

Computer used for voting must have:

e asmart card reader ‘b
 adriver for ID card (free to download from page
www.id.ee/installer)
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Address

File Edit Wew Favorites Tools Help
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Links *
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"  Put your card into card reader %

u Illsel't PIN 1 JLinks H J.ﬁ.ddress I@ hitp: e valimised, ee j @G0

i fisesta PIN-kood iskutuvastuseks (PIN 1) Vabariigi Valimiskomisjon

o | Katkesta I

= Kordurma kippuvad kisimused

Welcome
to the website of Internet Voting System!

Elections to the local govemment coundls take place
on October 168% 2005

Advance voting via Internet begins at 2.00 on
October 10" and ends at 20.00 on October 12 ~




Il Ballot completion é-governange

*= Choose a candidate
3 www.valimised.ee - Microsoft Internet Explorer

[ ok -~ = » @ [ (Y| Qsarch Cirovorkes @viecn B B B (0]~ 5 &3 R

J HE _ Elﬁ_uﬁew Favurite_; Tucll_s Help
JLHGS”“ﬂdl:hssI vy, valimised, ee

Vabariigi Valimiskomisjon

- - Name: Mari-Liis Mannik =
= Kilsitluse teema ja tingimused |dEI"ItIt}J’ code: 47302200234
= Kus asuvad haaletuspunkdid Constituency:  City of Tartu, District No 1
= Kuidas hidletada internetis LIST OF CANDIDATES

= Korduma kippuvad kisimused

Democratic Party
101 Erna Noor
102 Ermo Vana

People’s Party
103 Helve Hani
104 Kaarel Kana

Independent candidates
105 Kalle Kaamel
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"  Confirm your choice

3 www.valimised.ee - Microsoft Internet Explorer
[ | Insert PIN 2 J = Eack -~ = - @ [2] ﬁ-| Chsearch [EFavorites Media o4 | -5 9 - FH -&i'l i

J File Edit Yiew Favorites Tools  Help
JLirks ”J.ﬁ.ddress i, valimised, e j 6o

T 1D - kaart m

a*gci;esm PIN-kood digiallkirjastamiseks (PIM 2)

|
ok, | [ katkesta | -

tngimuzed — Name: Man-Liis Mannik

|dentity code: 47302200234

Constituency:  City of Tartu, District No 1

» s aswvad haalstinsponktic

= luidas haaletads internetis

= Korduma kippuvad kisimosed

Confirm your choice by sighing it digitally:

Your choice:

103 Helve Hani




V Confirmation

2} wwm.valimised.ee - Microsoft Internet Explorer

J mBack ~ =~ () ﬁ| @:'Searcﬁ. (3] Favarites @'Med.ia @| %v é 3 - E fﬂ g
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J'File Edit  Wiew Favorites Tools Help:

] Lirks ** J Address

wien, valimised, ee

= Kiisitluse teema ja tingimused

w s asivand haalstispnnlktic

= luidas hddletads internetis

= ordurng kippuvad kisimosed

Your ballot has been recorded.

Thank you!

academy




Statistics

E-votes counted

E-vote turnout (e-votes/votes)

Advance votes among all votes
E-votes among advance votes

E-voters by gender:

women
men
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9287
1,85 %

24 %
8 %

45.7%
54.3%




e-governance

Lessons learnt

Internet voting is just an additional way of
voting. It widens accessibility.

It takes time to change voters’ habits and
attitudes and to increase the turnout.

Internet voting brings people closer to the
Information society.

Existence of a reliable and secure authentication
system is vital.

Internet voting is there to stay.
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Conclusions

* Education is crucial: the age group from 1996
now has attended labour market

o Results: Skype, Playtech, Reach-U
* We need to keep in mind older age grops

* Liberal telecommunication legislation makes
market competitive

* Governmental and public institutions should
provide all information by web
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